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VPP: How IoT Can Transform the Energy Industry

 Problem   Too Much of a Good Thing? 
As governments and customers across the globe seek to reduce emissions and reliance on 
traditional energy sources like gas, coal, and nuclear power, investment in renewable energy 
forms is gathering unprecedented momentum. Detailed modelling in an October 2021 report 
undertaken by TransGrid, in partnership with the CSIRO, ClimateWorks Australia, and The Brattle 
Group, suggests an “unstoppable” transition to renewables in the Australian market. Five out of six 
scenarios in that report take the National Electricity Market (NEM) to more than 70% renewables 
by 2035, and over 90% by 2050. 

According to the Australian Renewable Energy Agency (ARENA), Australia leads the world on a 
per person basis for rooftop solar photovoltaic (PV) installations, with some 2.5 million systems 
with a collective capacity of more than 10 GW. Home battery use is also growing, with Australians 
owning over 73,000 systems capable of storing almost 1.1 GWh of power.

This seismic shift within the energy sector requires profound change, not only in the sourcing of 
energy, but in the storage and delivery. The traditional electricity system faces multiple challenges 
as infrastructure across many sectors rises to meet a range of new sources and requirements. 

 Solution   IoT’s Transformative Power 
How can this rich array of renewable sources best be harnessed and delivered to customers as 
Australia, and countries across the world, strive to develop a better energy ecosystem?

Over the next pages, this paper will outline how digitising operations and leveraging the power of 
IoT and other Smart technology holds the key to navigating industry disruption. 



4  |  How IoT is Transforming the Energy Industry

Industry Analysis
Progress in the fields of rooftop solar panels and home energy storage is enabling Australian 
households and businesses alike to generate energy and thus require less electricity from the grid. 
Despite the obvious benefits to consumers, Distributed Energy Resources (DERs) present new 
challenges to infrastructure, as well as driving down minimum demand.

The current electricity infrastructure was not originally engineered to incorporate active DERs. In 
its 2021 Elec-tricity Statement of Opportunities, the Australian Energy Market Operator (AEMO) 
predicted that “mainland regions in the National Electricity Market (NEM) and Wholesale Electricity 
Market (WEM) will experience day-time minimum operational demand that exceeds minimum 
voltage thresholds within the next five years, which presents system security risks.”

Grid imbalances can be problematic both in cases of low electricity generation and high demand, 
and low demand and high levels of generation. 
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High generation and low demand 
This imbalance, also known as a low load event, occurs when the amount of electricity being 
used is low and there is a large amount of surplus electricity in the grid. For example, on a very 
sunny weekday, when required elec-tricity output is low but residential roof-top solar PV systems 
generate a large amount. Traditional grid systems such as power stations were not built to 
mitigate such fluctuations quickly and struggle to reduce output or shut-down.

Low generation and high demand 
Let’s go back to that sunny weekday example. What happens when residents return to their homes 
late in the day, and use a huge amount of energy (for air conditioning, dishwashers, etc.), but at 
the same time the sun goes down and roof-top solar PV generation drops drastically? Demand 
for energy from the traditional electricity grid jumps significantly, requiring output from the local 
power station to rise rapidly. 

Flexibility is required to balance this influx of new and less stable energy sources. Therefore, 
investment in de-mand side technologies and the creation of new market processes offer greater 
pay-offs as we pivot to a low emissions economy.

So, what are some of the trends and technologies disrupting the industry amid this massive 
change?
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Mega Trends Disrupting the Energy Industry 
Internet of Things (IoT)
IoT enables energy companies to achieve predictive maturity and automated system actions 
within their opera-tions. For example, monitoring and predicting when maintenance is 
required for machinery and equipment.

Artificial Intelligence (AI) & Machine Learning (ML)
The potential for AI/ML to transform the energy industry is immense, from surveying, 
planning, and forecasting, to safety and facility management.

Robotic Process Automation (RPA)
By improving throughput and accuracy, RPA has the capacity to vastly accelerate cycle times 
within energy indus-try practices. RPA can assist in implementing automated checks and 
alerts to expedite close time by up to 30 – 50 percent. 

From Demand Response to Demand Flexibility 
The traditional demand response approach to balancing energy supply and demand by managing 
generation output and expanding storage capacity is becoming increasingly expensive and 
outdated as DERs increase in pop-ularity. 
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Load shedding, which sees a controlled reduction of electricity supply in times of shortage due 
to supply and de-mand imbalances, is currently used as a last resort action to protect the grid in 
the face of extreme weather or infrastructure outages. Although many critical energy users, such 
as hospitals or large businesses, likely have back-up generators to mitigate the effects of load 
shedding black outs, the solution still causes widespread diffi-culties and disruption to the general 
populace. 

There are several ways that demand flexibility can create greater stability within the energy 
ecosystem. These include:

Load shaping
A permanent and/or regular change in time-of-day electricity usage e.g. using timers for high 
usage devices.

Load surging 
Flexible demand sources utilising excess power generation by increasing operations.

Load shifting 
Dynamically changing time of day electricity usage e.g. based on price signals.
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A pivot to demand flexibility could be achieved through a number of ways that incorporate IoT, 
including:

• The management of EV charging and vehicle-to-grid (V2G) capabilities to best mitigate 
coincident charg-ing patterns. 

• Dynamic control of high energy usage customer appliances, such as air conditioners and pool 
pumps, to take advantage of low cost solar during peak generation periods.

We will now examine one load shifting example in greater detail: the vehicle-to-grid capabilities of 
electric vehi-cles.

Imagine you drive an EV with V2G capability to the office every work day. During the day, you can 
charge your EV and make the most of the peak generation period. Once you drive home again, you 
can now use that energy to power your home as a sort of portable battery. 

This could offset the usage spike straining the grid when a large number of people turn on high 
usage devices like air conditioning and pool pumps, as well as being an extremely efficient use of 
energy compared to traditionally generated and transported forms of electricity. 

Joshua Morley, the Australian National Practice Lead of Internet of Things & Digital Twins at 
Modis, believes that VPPs are a valuable methodology, but “when applied with other emerging 
technologies such as the micro-grid topology, IoT and digital twins a very achievable vision of 
hyper efficient, sustainable and accessible energy shines through.”

Key benefits:
• Reduction in reliance on power grid 

• Backup power available for emergencies on individual level

• Major disruption to power grid can be avoided by rerouting from local batteries in case 
of emergency

• Power outages are more localised and easier to fix than traditional load shedding 
approach
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Virtual Power Plants: IoT in Action
Virtual Power Plants (VPP) aggregate energy from a wide range of individual, often renewable, 
energy sources such as rooftop solar photovoltaic panels. 

VPPs provide the digital infrastructure needed to manage the rapidly changing demands and 
outputs of active DERs. Energy generated by these individual sources and stored in batteries is 
used by consumers in their homes and vehicles. But it can also be discharged into the electricity 
grid to rapidly provide stability in the face of disrup-tions such as infrastructure damage. 

“The Internet of Things can augment VPP offerings by pushing commands and controlling 
downstream devices, making efficient productive use of excess energy rather than wasting the 
opportunity to generate it, or by dis-charging it without usage,” says Joshua. 
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Key benefits:
• Enable enhanced grid stability 

• Provide frequency control ancillary services and network support

• Energy surpluses could be utilised for more efficient industrial processes, such as 
powering electrolysers to produce green hydrogen.

“The partnership between Microsoft and Modis has developed valuable 
solutions to sustainability problems. 

With the innovative Azure IoT services combined with the smartest minds 
at Modis, we are excited about the innova-tive solutions that have come to 
the forefront, to engineer a smarter future together.”

Soren Lau, GM, Asia IoT, Microsoft
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Harnessing the Potential of IoT with MS Azure
IoT technology can boost the efficiency of energy usage by enabling Smart devices to monitor and 
collect data in real time, and feeding that information to the cloud. 

As Smart technology continues to advance, the predictive ability levels of operations across the 
energy system also mature. For example, many rooftop solar panels currently have the capacity to 
be switched off remotely, such as when energy demand slumps to a critical low. 

Advanced predictive maturity would see these devices able not only to allow manual control, but 
also have the ability to predict optimum times to turn devices on or off, and enact those decisions. 
This level of maturity would result in the most efficient energy usage possible.

Joshua believes it is vital for organisations to mature their analytics capability in order to transition 
from a reac-tive organisation to a data driven organisation.

Joshua says that “Predictive analytics allows organisations to determine when to action, but 
simulation analytics (the next level of analytics maturity) allows organisations to test when, how 
and what to action.” 

Modis harnesses the potential of IoT with MS Azure. “Azure’s mature (yet cutting edge) IoT 
services allow Modis to create solutions that realise real value for our clients through opening up 
new revenue streams, eliminating costly operational issues or enhancing the capability of existing 
solutions,” Joshua says.
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Modis: Leading the Charge 

Global smart industry leader Modis believes IoT has the potential to transform the energy industry 
at every level of predictive maturity.

Ready to learn more about how Modis is leading the charge in IoT and energy-related research?

Alongside MS Azure, Modis utilises several Microsoft platforms as part of their digital 
solutions, including:

• IoT, Cortana Intelligence Suite, Advanced Analytics and Power BI

• Dynamics 365 & Dynamics Field Services

• Office 365 including SharePoint Online

• Office 365 including SharePoint Online

• Microsoft 365 (SharePoint)

“The partnership between Microsoft and Modis has developed valuable 
solutions to sustainability problems. With the innovative Azure IoT services 
combined with the smartest minds at Modis, we are excited about the 
innovative solutions that have come to the forefront, to engineer a smarter 
future together.”

Soren Lau, General Manager ASIA IoT Partner Ecosystem, Microsoft
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